UBND TINH BiNH PINH CONG HOA XA HOI CHU NGHIA VIET NAM

SOTHONG TIN VA TRUYEN THONG Poc lap - Tu do - Hanh phiic
S6: 840 /[STTTT-BCVT&CNTT Binh Dinh, ngay 17thang 6 nam 2024

V/v canh bao nhém APT “Mustang Panda”
thuc hién chi_én dich tn cong nham vao Viét Nam
va 15 hong bao mat trong cac san pham
Microsoft thang 6/2024

Kinh guri:
- Cac s0, ban, nganh,; ,
- UBND céac huyén, thi xa, thanh pho.

Theo d& nghi ciia Cuc An toan thong tin, B Thong tin va Truyén thong
tai Cong van s6 1095/CATTT-NCSC ngay 14/06/2024 vé viéc canh bao nhém
APT “Mustang Panda” thuc hién chién dich tan cong nham vao Viét Nam va
Cong vin s6 1096/CATTT-NCSC ngay 14/06/2024 vé viéc canh bao 16 hong an
toan thong tin anh hudng cao va nghiém trong trong cic san pham Microsoft
cong bd thang 6/2024 (C6 Cong van giki kém);

Pé dam bao an toan thong tin khi tham gia hoat dong trén méi truong
mang, S& Thong tin va Truyén thong dé nghi cac co quan, don vi, dia phuong
trién khai mot s noi dung sau:

1. Thyc hién ra soat, xac dinh may tinh st dung hé diéu hanh Windows co
kha ning bi anh hudng, cap nhat ban vé kip thoi dé tranh nguy co bi tan cong
theo Huéng dén tai Cong van s6 1096/CATTT-NCSC néu trén.

2. Thuong xuyén theo ddi, giam sat hoat dong ctia hé thong thong tin dé
kip thoi phat hién cac hoat dong bat thuong ctia hé thdng thong tin dang quan 1y,
van hanh.

Trong qua trinh trién khai néu can hd tro lién hé: Phong Buu chinh, Vién
thong va CNTT, dién thoai: 0256.2210517 (gap d/c Lé Manh Hoang).

Pé nghi Quy co quan, don vi trién khai, thuc hiéW ]

o
Noi nhn: KT. GIAM bOC
- Nhu trén; HO GIAM POC

- Gidm ddc S¢ (dé b/cao);

- Cong an tinh - PA 03 (dé p/hop);
- TT.CNTT&TT (dé t/hién);

- Luu: VT, BCVT&CNTT.
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