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QUYET PINH
Ban hanh Bg tai liéu Yéu ciu co ban vé chire nang, tinh nang ky thuat
ciia Nén tang khao sat, thu thap y kién nguoi dan

BQ TRUONG BO THONG TIN VA TRUYEN THONG

Cdn cir Nghi dinh s6 48/2022/NB-CP ngay 26 thang 7 nam 2022 cua
Chinh phu quy dinh chitc nang, nhiém vu, quyén han va co cdu té chire cia
Bé Théng tin va Truyén thong;

Cén civ Quyét dinh s6 186/QP-BTTTT ngay 11 thang 02 ndm 2022 cia
Bé6 tru'o"ng B¢ Thong tin va Truyén théng Phé duyét Chuong trznh thuc dcfy phat
trién va sur dung cac nen tang $6 quéc gia phuc vy chuyén déi sé, phdt trién chinh
phii 56, kinh té s6, xa hoi s6;

Theo d@é nghi cua Cuc trucng Cuc Chuyén déi sé quéc gia.

QUYET DINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay B9 tai liéu Yéu ciu co ban vé
chirc nang, tinh ning k¥ thuat ctia Nén tang khao sat, thu thap y kién ngudi dén.
B0 tai lidu 14 co s& dé hudng dan viée xdy dung, danh gia, lua chon nén tang thudc
Chuong trinh thiic d4y phat trién va st dung céc nén tang sé quéc gia phuc vu
chuyén ddi s, phat trién chinh phu sb, kinh té sb, xa hoi s6 cua B Thoéng tin va
Truyén thong.

Diéu 2. Quyét dinh nay c6 hiéu luc ké tr ngay ky.

Piéu 3. Chanh Van phong, Cuc truong Cuc Chuyén doi sé qubc gia va
Thu truéng céc don vi ¢6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./. v

Noi nhin:
- Nhu Diéu 3;

- B6 trudng (dé b/c);

- Tha trudng Nguyén Huy Diing; 2
- Céc bo, co quan ngang bd, co quan thudc Chinh phul 21
- UBND céc tinh, thanh phd truc thugce Trung uwong; "(‘

WA
AR S
- Luu: VT, CBSQG. ",\-..

7.
Nguyen Huy Diing




BQ THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM

Doc 1ap — Tu do — Hanh phiic

YEU CAU CO BAN VE CHUC NANG, TINH NANG KY THUAT
CUA NEN TANG KHAO SAT, THU THAP Y KIEN NGUOI DAN
(Phién ban 1.0)

(Kem theo Quyét dinh Sé}/?rj? /OD-BTTTT ngay A/ G /2023

cua Bo triuong Bo Théng va Truyén thong)
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DANH MUC TU NGU VIET TAT VA GIAI THICH KHAI NIEM

Tir viét tit

Tén day di

Giai thich

Form

Biéu mau khao sat

Biéu mau khao sét 1a dang biéu mAu dién
to dung thu thap, ghi nhan dir liéu mot
cach truc quan, nhat quan va tao thuan
loi cho viéc phan tich.

QR Code

M3 phan hdi nhanh
(Quick Response
Code)

OTP

Mat khau mot lan
(One Time
Password)

QR Code (mi QR) la viét tit cta cum
tr “Quick response code”. Pay la mot
dang thong tin dugc ma héa dé hién thi
sao cho may tinh cé thé doc duoc. QR
Code cho phép quét va doc ma nhanh
béng céc thiét bi nhu may doc ma vach

hoac dién thoai thong minh cé camera.

' Ma OTP (One Time Password) 1a mat

khau sir dung mét lan va khong thé sir
dung ma nay cho bét ky giao dich nao
khac. Ma OTP sé& c6 chudi ky tu hodc sb
ngdu nhién duoc thay d6i mdi khi gii
dén nguoi nhan. Ngoai ra, md OTP
thuong c6 hiéu luc trong thoi gian rét
ngan.

CAPTCHA

Phép thir tu dong dé
phan biét may tinh
vOi con nguoi

CAPTCHA la viét tit cia cum tur
"Completely Automated Public Turing
test to tell Computers and Humans
Apart". CAPTCHA duogc hiéu 13 mot
phuong thtc thir tuy dong dé phan biét
dugc doi tuong dang giao tiép véi hé

_ théng 1a may hay ngudi dung thuc su.

Nguoi dung

Nguoi dung la nguoi st dung, khai thac
nén tang.

Nguoi tao cau hoi
khao sat

Nguoi tao cau hoi khao sat 1a nguoi tao
Form khao sat trén nén tang.

Nguoi tra 101 khao
sat

Nguoi tra 101 khéao sat 1a nguoi nhan/tra
101 khao sat trén duong dan Form khao
sat.

Giao dién 1ap trinh
ung dung

La viét tat cia Giao dién lap trinh tmg
dung (Application Programming
Interface), cho phép cac img dung khéc
tuong tac v6i nén tang théng qua dich vu
cu thé

Nén tang khao sat, thu thap y kién nguoi dan la nén tang cho phép khao sét

thong qua cac biéu mau dién tu, thay thé viéc st dung bi€u mau gidy; cung cap
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céc cdng cy cho phép tao biéu mau khao sat mot cach nhanh chéng va dé dang;
c6 thé trién khai khao sat ngay sau khi biéu mau duoc xay dung; hd tro tong hop
va théng ké két qua sau khi thu thap két qua khao st.

I. MUC PiCH BAN HANH

Tai liéu Yéu cau co ban vé chirc nang, tinh nang ky thuat cua Nén tang khao
sat, thu thap y kién nguoi dan duoc ban hanh dé hudéng dan viéc xay dung, danh
gid, lua chon nén tang thudc Chuong trinh thtc ddy phét trién va su dung cac nén
tang s6 qubc gia phuc vu chuyén d6i sb, phét trién Chinh phu sd, kinh té b, xa
hoi s6 cia Bo Théng tin va Truyén théng.

Céc t6 chirc, ¢4 nhan ¢6 nhu ciu xdy dung, trién khai Nén tang khao sat,
thu thap y kién ngudi dan chu dong xem xét, ap dung.

1. YEU CAU CO BAN VE CHUC NANG, TiNH NANG KY THUAT CUA
NEN TANG KHAO SAT, THU THAP Y KIEN NGUOI DAN

Céc yéu cau sau day la cac yéu cau co ban, & muc t6i thiéu déi véi Nén
tang khao sat, thu thép y kién nguoi dan. Céc t chire, c4 nhan can ct didu kién
thuc té va cac nhu cau dac thu c6 thé xem xét, didu chinh, b6 sung hoac mo rong

céc yéu cau phu hop.

1. Yéu cau chung

STT Yéu céu
Dam bao khong vi pham cac quy dinh vé quyén tac gia, quyén sd hiru tri
1 tué va cac quyén lién quan theo Luét S¢ hiru trf tu¢ ngay 29/11/2005 va

Luat stra doi, bd sung mdt s6 diéu ctia Ludt S& hiru tri tué ngay
19/6/2009.

2 | San sang hd trg dla chi Intemet thé he moi [Pv6.

Tuan thu céac quy dinh vé& chuan noi dung web theo T hong tu s6
31 39/2017/TT-BTTTT ngay 15/12/2017 cua B6 truéng Bo Thong tin va
Truyén thong.

4 Ngon ngu 1ap trinh sir dung dé xay dung nén tang can phd bién, va phu
hop véi Khung kién triic Chinh phu dién ti Viét Nam hién hanh.

bam bao an toan thong tin mang theo Nghi dinh s0 85/2016/ND-CP ngay
01/7/2016 cua Chinh phu vé dam bao an toan hé thong thong tin theo cap
do, Thong tu sO 12/2022/TTBTTTT ngay 12/8/2022 cua B Thong tin
va Truyén théng vé viée Quy dinh chi tiét va huéng dan mot 5O diéu cta
Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 caa Chinh phu vé bao dam
an toan hé thong thong tin theo cap do.

2. Yéu ciu vé chire nang
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Nén tang khao sat, thu thap y kién nguoi dan ¢ cac chirc nang, dép ung

nhiing yéu cau co ban sau day:

STT

Chirc nang

M5 ta chi tiét

HO tro hién thi

Form

Ngudi ding c6 thé xem Form dang khao sat tir
duong lién két trén cac trinh duyét phd bién hién
nay nhu Google Chrome, Mozilla Firefox,
Microsoft Edge, Safari. Giao dién ciia Form khéo
sat dam bao twong thich voi may tinh va thiét bj di
dong hoat dong trén cac hé diéu hanh phé bién hién
nay nhu Windows, MacOS, Android, iOS.

HJ tro dién dir liéu
khao sat vao Form
mot cach linh hoat

Hb tro nhiéu thanh phéan, dbi tuong phd bién dé
nguoi dung co thé thao tac trén Form, cu thé:

- HO tro chén anh vao Form dang xem;

- Ho tro chen file tai liéu hodc video vao Form dang
xem;

- H6 tro dién email ca nhan vao Form dang xem va
kiém tra dit liéu nhéap;

- HO tro dién sb dién thoai c4 nhan vao Form dang
xem va kiém tra dir liéu nhap;

- H6 tro dién s6 ching minh nhan dan hodc cén
cudc cong dan vao Form dang xem;

- HO tro dién dit liéu thoi gian vao Form dang xem,
cho phép lua chon thoi gian trong bang lua chon
thoi gian va kiém tra dinh dang thoi gian;

- H0 tro dién dir liéu dang vian ban vao Form dang
Xem;

- H3 tro dién dir lidu dang sb thap phan vao Form
dang xem va kiém tra tinh chinh x4c cta dit liéu da
dién;

- H3 tro lya chon mot sd dinh dang phé bién nhu
lua chon nhiéu (multiple choice), hop kiém
(checkboxes), danh sach tha xudng (dropdowns),...;
- Cho phép gi6i han lya chon d6i vé6i cac multiple
choice.

- Cho phép thiét lap diéu kién va nhém cac cau héi
theo ting nhém dbi tuong;

- Cho phép thiét 1ap cach thirc hién thi khao sat
(theo bang cau hoi/timg cau hoi/timg phan, muyc).

C6 phuong thuc
xac thuc Form khi
gui

Hb tro mot sd phuong thirc xac thue Form nhu OTP
hoac CAPTCHA.

Doéng khao sat tu
dong

- Form c6 thé cau hinh tu dong dong sau khi nhan
duoc so lugng phan hoi nhat dinh, nguoi tao cau hoi
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khao sat c6 thé diéu chinh so lugng phan hdi déng
Form tu dong.

- Form ¢6 thé cau hinh tu dong dong sau thoi gian
nhét dinh, nguoi tao cau hoéi khéo sat c6 thé chon
thoi gian dong Form.

Xac minh danh

- C6 thé yéu cau Ngudi tra 1oi khao sat dang nhap
hé thong trude khi tham gia khao sét.

> tm? Ngum teg- 1l | C6 thé gi6i han sb luong phan hoi ciia Ngudi tra
khéo sat S NA B e
101 khéo sat.
- C6 thé thém/sta/xoa nguoi dung, xo6a vai trd
nguoi dung.
6 Phan quyén ngudi | - C6 thé cau hinh quyén theo tung vai trd nguoi
dung dung.
- C6 thé cau hinh phan cdp dbi v6i vai trd nguoi
dung. -
- Chinh sua dir licu | HO tro chinh sua lai dit liéu Form d tao (néu duoc
Form quyen)
2 Xem trude Form | Nguoi tao cau hoi khao sat c6 thé xem trudc Form
da tao chua xuat ban.
- Nguoi tao cau hoi khao sat dugce cung cip mot
khong gian luu trir dir liéu Form ma minh d tao ra.
- Ngudi tao cau héi khao sét c6 thé xem danh sach
9 Quan ly danh sach | Form da tao va diéu chinh cac tuy chon cua Form,
Form da tao cung cAp céc thong tin lién quan dén Form d3 duoc
tao.
- Ho tro stra, x6a, xem trude, dodng, tao ban sao céc
Form khao sat.
Nguoi tao cau héi khao sat c¢6 thé xay dung mot
Form moi voi cac thong tin co ban nhu:
- Tén Form khao sat;
- Noi dung giéi thiéu vé Form;
- Cho phép chén hinh anh, banner, hodc logo cho
Form;
Xay dung Form | - Hd tro chén anh va video hodc lién két video vao
linh hoat, nhiéu | Form.
10 |thanh phadn va | Noi dung cau hoi trong Form hd tro mot sb thanh

dang cau hoi khao
sat

phan co ban nhur

- Cau hoi tric nghiém dang Checkbox, Radio
Button, Dropdown list, Matrix, ...;

- Cau hoi dang dién doan van ban, sb thap phan, dia
danh hanh chinh Viét Nam, ngay thang nam...;

- Nguoi tao cau hoi khdo sat ¢6 thé thém cau héi va
cau hinh cau tra 10i dang tai liéu hodc tép anh hoac
video ¢ thé tai lén;
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- Cac thanh phan cau hoi trén Form c¢6 thudc tinh
riéng va cho phép thiét dat cac luat dé kiém tra dir
liéu nhap vao;

- Cho phép thiét 14p cau hoi bat budc va khong bat
budc tra 101;

- Cho phép céu hinh linh hoat két qua nhan phan
hoi (vi du: gié tri 1a s, két qua nhan phan hdi phai
16n hon 100);

- H3 tro bd cyc thanh timg phan riéng biét trén
Form tuong ung voi cac budc dién noi dung thu
thap cua ngum dung, mbi phan riéng biét c6 thé c6
mo ta ndi dung riéng;

- Thiét 1ap quan hé logic hodc céc rang budc gila
céc doi tuong trén Form (vi du: thiét 14p quan hé
logic gitra dbi tuong X va d6i ‘tuong Y trén Form.
Khi chon mét tinh bat ky tai d6i tuong X thi tai d6i
tuong Y s& hién thi danh sach céc huyén tuong
ung).

CAu hinh thuoc tinh Form:

- Ngudi tao cau hoi khao sat c¢6 thé tiry chinh céu
hinh Form trong qué trinh xay dung nhu: trang thai
kich hoat Form; thoi gian thyc hién khao sat; trang
thai yéu cau xac thuc khi nguoi tra 161 khao sét dién
Form; sb luong nguoi tra 1o khao sat...;

- Cho phép cau hinh phéng chit; ¢& chit; mau chit;
tiéu dé header; tiéu dé footer; hinh dai dién; banner;
- Cho phép han ché ngudi tra 16i khao sat bing yéu
cau dang nhap;

- Cho phép gi6i han sb luong céu tra 1oi clia mot
khéo sat cu thé;

- Cho phép xem trudc Form dang trong qua trinh
thiét ké;

- Cho phép tuy chinh thong bao cho nguoi tra 101
khao sat khi Form khong kha dung hodc hét thoi
gian khao sat.

Téng hop dir licu

- Nguoi tao cau hoi khao sét c6 thé xem danh sach
phan hoi cua nguoi dugc khao sat da giri thanh cong
theo nhiéu dang thurc thong ké khac nhau.

11| han hai - H3 tro xuat tép thong ké dit liéu va lya chon dinh
dang, tén cua té€p mudn tai ve.
- H3 trg mét sd dinh dang tép cé cAu tric phé bién
hién nay nhu csv, json, Excel..

15 | Xem thong ké - Ngudi tao cau hoi khao sat c6 thé xem tinh hinh

phan hoi cua Form

phan hoi cia mdt Form theo dang béng.
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- Ngudi tao cau hoi khao sat ¢6 thé xem tong sb
lugng truy cap va sO luong phan hoi cua mot Form.
- Hb tro thong ké két qua khao sat theo cac dang
biéu d6 pho bién (biéu db cot, bidu dd tron, bidu dd
duodng).

- Thong ké tan suét phan hoi cta Form.

- Hb tro loc cac thong ké da phan héi (vi du nhu
theo thoi gian phan hoi).

13

Chia sé Form

- Cho phép ngudi tao ciu héi khao sat c6 thé lay
lién két chia sé ctia Form va guri cho ngudi tra 16i
khao sat.

- Nguoi tao cau hoi khao sat ¢o thé thém/xoa duong
lién két chia s¢ cua Form.

- Nguoi tao cau hoi khéo sat c6 thé thém/sira/xoa
mat khau dé truy cap duong lién két chia sé cla
Form.

khao sat - AR e ek B n fa dd A
- Nguoi tao cau hdi khao sat ¢6 thé khéa/ma khoa
duong lién két chia sé cua Form.
- Lién két chia sé don gian va du ngan dé nguoi tra
161 khao sat c6 thé nhé va gd duoc bang tay (short
link).
- HO tro tao QR code cho lién két chia sé Form
khao sat.
i .. .| Nguoi tao cau hoi khao sat c6 thé xem trang thai
Xem trang thai cac | > . - % ; e
14 ~ cac Form da tao trén trang chu: Dang hoat dong thu
Form da tao N - g , ) e
thép, Da dong thu thap, Ban nhap, Pa xoa.
15 Tim kiém Form | Co thé tim kiém Form khao sat theo tén.
khdo sat C¢ thé tim kiem Form khao sat theo ngay tao.
Théng ké s6 lu i e ot i « :
(OnE €C SO lueng Nguoi tao cau hoi khao sat c6 thé xem sé lugng cac
cac Form theo . s 4
16 | ...~ | Form theo ting trang thai: Pang hoat dong thu
tung trang thai trén I x : x b
: thap, Pa dong thu thap, Ban nhép, D3 xda.
trang chu
17 Quan ly b6 cau hoi | C6 thé thém/stra/x6a b cau hai co san.
co san Co thé chon dir liéu khao sat tir bd ciu hoi ¢o san.
18 Quan ly Form da | Co thé xem danh sach Form di xoa.
x0a C¢ thé khoéi phuc lai Form da x0a.
: " C6 thé xem danh sach lich st thao tac ngudi dun
Xem lich su thao s & &
19 e, do6i vai ting form khao sat va véi tung tai khoan
nguoi dung.
HoO trg tich hop Cung cép API cho cac hé thong tich hop, gitip cac
20 vao cac hé thong | hé thong nay c6 thé théng qua API dé tao form, ldy
khac dé tao Form | két qua khao sat linh hoat tuy theo hoan canh va

khao sat theo ngi

truong hop cu thé.




canh mot cach linh
hoat

21

Tuy chon dai dién
khao sat

Nguoi tao cau hoi khao sat co thé tuy chon dai dién
khao sat hién thi trén form theo vai trd cd nhan hoac
to chure (néu tai khoan dugc gan véi mot to chic).

3. Yéu

cau vé hi€u ning

Nén tang khao sat, thu thap y kién nguoi dan dép ting nhitng yéu cau vé

hi€u nang sau day:

STT Yéu ciu M5 ta chi tiét
Déi voi nhoém ngudi dung 1a ngudi tra 101 khao sat
Thoi gian phan hdi trung binh dudi 2,5 gidy d6i
v6i mbi ludng cong viée chinh riéng r& va khong
1 Thoi gian phan hoi | bao gdm cac ludng mang tinh chat thng ké, bao
trung binh céo (thoi gian phan hoi duoc tinh tir khi nguoi
ding gui yéu cau dap tng téi hé thong cho dén
khi nhan dugc dit liéu phan hoi tir hé thong).
5 Thoi gian phan hoi | Thoi gian phan hdi chdm nhét dudi 30 gidy dbi
cham nhét vOi toan bo cac thao tac trén toan trang.
C6 kha nang dap ung toi thiéu 1.000 truy cap
3 | Truy cap dong thoi | dong thoi hodc quy mé nguoi dung phu hop véi

pham vi khai théc, su dung.

Doi voi nhém nguodi dung 1a nguoi tao cau hoi khao sat

Thoi gian phan hoi
trung binh

Thoi gian phan hoi trung binh dudi 2,5 gidy dbi
véi mdi ludng cong viée chinh riéng ré va khong
bao gom cac ludng mang tinh chat thong ké, bao
céo (thoi gian phan hoi duoc tinh tir khi ngudi
ding gui yéu céu dap tGng téi hé théng cho dén
khi nhan duoc dir liéu phan hoi tir hé thong).

Thoi gian phan hoi
cham nhét

Thoi gian phan hdi cham nhat dudi 30 gidy dbi
voi toan bd cac thao tac trén toan trang.
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Truy cap dong thoi

C6 kha ning d4p tng t6i thieu 100 truy cap ddng
thoi hodc quy mé nguoi dung phu hop véi pham

vi khai théc, s dung.

4. Yéu ciu an toan thong tin mang

Nén tang khao sat, thu thap y kién ngudi dan can dép ting cac yéu cau vé

k¥ thuat va an toan thong tin sau:

1. Nén tang khao sat, thu thap y kién nguoi dan duoc xac dinh, thim dinh

va phé duyét Ho so dé xuét cap do an toan hé thong thong tin theo quy dinh.

2. Phuong an bao dam an toan thong tin cho nén tang khao sét, thu thap y

kién nguoi dan dap Umg c4c yéu cau an toan tai Didu 19 N ghi dinh s6 85/2016/ND-
CP ngay 01/7/2016 cta Chinh phu; Diéu 9, 10 Thong tu s6 12/2022/TT-BTTTT
ctia B Thong tin va Truyén thong va Tiéu chudn quéc gia TCVN 11930:2017.

3. Nén tang dép Umg céc yéu ciu an toan thong tin co ban khac sau day:

TT

Yéu cau

MO ta chi tiét

1

Xac thuc

1.1

Xac thyce nguoi su dung |-
khi truy cép, quan tri,
ciu hinh hoac truy cap | !
st dung phan mém

1. Co giao dién quan ly tai khoan nguoi st dung.

2. Yéu cau xac thue nguot st dung khi truy cép
khi quan tri, cau hinh phan mém.

3. Yéu cau xac thue nguoi str dung khi truy cép,
st dung phan mém.

1.2

Cé chtrc nang cho phép
luu trir c6 ma hda thong
tin x4ac thuc hé théng

Théng tin xdc thyc dugce luu trir ¢6 ma hoa trén
phan mém.

1.3

Co6 chtrc nang cho phép [~
thiét lap chinh sach mat
khau ngudi st dung

1. C6 chirc nang yéu cau nguoi dung dat mat
khau méi khi dang nhép lan dau st dung mét
khau mac dinh.

2. Co chire néng cho phép thiét 1ap quy tic dat
mat l\hau v€ sO ky tu, loai ky tu.

3. C6 chire nang cho phép thiét lap thoi gian yéu
cau thay ddi mat khau.

4. C6 chirc nang cho phép thiét lap thoi gian mét
khau hop 18.

5. Khoa tai khoan va yéu cau nhap mat khau
méi khi mat khau cua tai khoan dé hét han thoti
gian hop I¢.
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6. Mo khoéa tai khoan khi thay ddi mét khau
thanh cong doi voi truong hop mat khau hét han
thoi gian hop 1€.

1.4

Phan mém c6 chirc ning
cho phép han ché s6 lan
dang nhdp sai trong
khoang thoi gian nhat
dinh voi tai khoan nhat
dinh

1. C6 giao dién cho phép thiét 1ap thiét 1ap chinh
sach vé s6 lan dang nhap sai trong khoang thoi
gian nhét dinh va hanh dong tu dong thiét 1ap
co ché dé ngan can viéc dang nhap tu dong tai.

2. C6 chirc ndng canh bao tdi nguoi st dung khi
vi pham chinh sach.

Phan mém cé chirc ning
cho phép ma hoa thong

Chuc nang bao dam mat khau dugc méa hoa

1.5 | tin xac thuc trudc khi : ; P st
e P * trudce khi gui qua moi truong mang.
gui qua moi truong
mang

1.6

C6 chuc nang cho phep
thiét 1ap cAu hinh dé
ngan can viéc dang nhap
tu dong

C6 chtic nang tu dong thiét lap co ché tu dong
ngan can viéc dang nhap tu dong khi vi pham
chinh sach.

Kiém so4t truy cap

2.1

Co6 chuc nang quan ly
céc két ndi mang an toan
khi truy cap, quan tri
phan mém tir xa.

22

C6 chtic nang cho phép
thiét 1ap gidi han thoi
gian cho (timeout).

1. C6 chirc nang cho phép truy cap, quan tri
phan mém tir xa st dung cac giao thirc mang an
toan nhu TLS hoac cac giao thirc tuong duong

1 Co chuc ndng cho phép thiét 1ap gi6i han thoi
gian cho (timeout) dé dong phién ket ndi khi
phan mém khong nhan duge yéu cau tir nguoi
dung.

2. Hién thi thong bao, dong phién két nbi da hét
han thoi gian timeout va yéu cau dang nhép lai.

2.3

C6 chirc nang cho phép
phén quyén va clp
quyén tdi thidu truy cap,
quan tri, st dung tai
nguyén khac nhau cua
phan mém véi ngudi s
dung/nhém nguoi  su
dung co6 chuc nang, yéu
cau nghiép vy khac nhau

1. C6 giao dién cho phép quan tri vién quan ly
chinh sach vé phan quyén tai khoan theo timg
nhém tai khoan.

2. Phan loai nhom tai khoan theo cac nhom khac
nhau

3. C6 chire nang thuc thi chinh sach phan quyén
va cap quyen toi thiéu truy cap, quan tri, sir
dung tai nguyén khac nhau.

2.4

Phan mém ¢ chirc nang
cho phép thiét 1ap quyén

1. C6 giao dién cho phép quan tri vién thiét lap
quyén cho cac tai khoan.
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t6i thiéu (quyén truy
cap, quan tri) cho tai
khoan quéan tri theo
quyén han.

2. C6 chiic nang thuec thi chinh séch phan quyén
cho céc tai khoan & trén.

Nhét ky he thong

3.1

Co6 kha nang cho phép
ghi nhat ky h¢ théng
gom nhiing thong tin

' 1. Khi trién khai c6 kha nang ghi nhat ky hé
hong

2. Nhat ky hé théng duoc phén loai theo nhiéu
nhom, vi du:

a) Nhat ky truy cap phan mém;

b) Nhat ky dang nhap khi quan tri phdn mém;
¢) Nhat ky céc 16i phét sinh trong qué trinh hoat
dong;

d) Nhat ky quan ly tai khoan;

d) Nhat ky thay d6i cdu hinh phan mém.

An toan phan mém va ma nguén

4.1

C6 chirc nang cho phép
kiém tra tinh hop 1€ cua
thong tin, dir liéu dau
vao trudc khi xt ly

. C6 4p dung co ché kiém tra tinh hop 1€ cua
thong, tin, dir licu dau vao trudce kh1 xu ly.

2 Gt chuc nang thuc thl viéc klem tra tinh hop
le ctia thong tin, dit liéu dau vao trudce khi xt ly.

4.2

C6 chtre nang cho phep
bao vé phan mem chéng
lai nhitng dang tan cong
pho bién: SQL Injection,
OS command injection,
RFI, LFI, xpath
injection, xss, CSRF

Phan mém duoc kiém tra, danh gia, kiém thir
xam nhap theo tiéu chuéan OWASP va khong
ton tai diém yéu cho phép ke tan cong khai thac
thong qua cac dang tin cong: SQL Injection, OS
command injection, RFI, LFI, Xpath Injection,
xss, CSRF.

4.3

Phan mém c6 chuc nang
cho phép kiém so4t 13i,
théng bao 16i tir phan
mém

I. C6 chure nang kiém soat 151, chi hién thi cac
thong bao 16i dugc kiém soat dén nguoi dung
va khong hién thi cac 131 bén trong hé thong.

2. C6 chiic nang hién thi thong bao 16i dén
nguoi su dung.

4.4

Phan mém c6 chuc nang
cho phép bao dam
khong luu trlt thong tin
xac thue, thong tin bi
mat trén ma ngudn Phan
mém

I. Thong tin xac thue khong duge dua truc tiép
vao ma ngudn phan meém ma phai dugc thiét lap
thong qua giao dién cu hinh hé thng.

2. Cac thong tin xéac thuc duge mé hoa.

Sao luu dy phong

5.1

C6 kha nang cho phép tu
dong sao luu du phong

1. C6 thé thiét lap chinh sach vé sao luu du
phong co so dir liéu va céu hinh hé thong.
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2. C6 thé cho phép thuc hién viéc sao luu du

phong theo chinh sach ¢ trén.

1. C6 thé cho phép quan tri vién quan ly chinh

sach vé phan loai dir liéu dugc luu trit theo timg
(nhomdirlicu.

2. C6 thé cho phép luu trir dir liéu theo tén dinh

dang ddi voi tung loai di liéu tai muc trén.

Co6 kha nang cho phép
gan nhan loai dr liéu
duogc luu trir theo quy
tac duoc thiét 1ap

5

5. Yéu ciu vé két ndi thu thap dir liéu

Nén tang khao sat thu thap y kién nguoi dan phai dép timg kha nang két ndi,
chia sé dit lidu phuc vu cong tac quan ly. Bao gom két ndi, chia sé di liéu véi:

- Hé théng giam sat, do luong muc dé cung cép va st dung dich vu
Chinh phu s6 do B Thong tin va Truyén thong trién khai (EMC);

- Nén tang Khao sat, thu thap y kién nguoi dan do Bé Théng tin va Truyén
thong trién khai (VNFORM);

- Hé théng thong tin/ nén tang sé phuc vu cong tic quan ly cia co quan
quan ly c6 tham quyén;

- Céc hé thong thong tin/ nén tang s6 khac theo nhu cau cta cac co quan,
t6 chirc.

Céc goi tin phuc vu két ndi phuc vu thu nhap dit lidu bao gdm:

5.1. LAy mi tao Form khao sat

STT |Tén trwong dir li€u Giai thich
1 |UserName Tén tai khoan két ndi
2 |Password Mat khau tai khoan
ID Form M3 (ID) cua Form khao sat trén hé théng noi bo

Céac Nén tang Khao sat, thu thap v kién ngudi dan can két nbi véi VNFORM
dé théng nhét sir dung ma tao Form khao sat.

Khi tao Form khao sat, cac Nén tang Khao sat, thu thap y kién ngudi dan
can giri yéu cau cip ma tao Form khao sat dén VNFORM.

Sau khi giri yéu cau, mé tao Form khéo sét s& dugc VNFORM tao va tra vé
dé cac Nén tang Khao sat, thu thap y kién nguoi dan str dung. M4 khao sat nay sé

duoc st dung, gén keém theo céac goi tin bao céo, théng ké voi Hé théng EMC.

5.2. Thong tin khao sat dwoec tao

STT |Tén trwong dir liéu Giai thich

1 {ID Form Ma (ID) Lga fiPF‘?L'?}}é}f? sat
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2 |Name Tén Form khao sat

3 |Created Date Ngay khoi tao Form khao sét

4 |ID User Create Ma (ID) cua tai khoan {210 Form khao sat

5 |Description N Mo ta form Form sat

6 |VNF_ID Ma (ID) cua Form khéo sat do VNFORM cip

Céac Nén tang Khao sat, thu thap v kién ngudi dan gui thong tin khao sét
dugc tao t6i VNFORM theo cac truong thong tin duoc liét ké.

VNFORM thu nhan dir liéu thong tin khao sat dugc tao.

5.3. So lwgng cau tra loi ctia Form

STT |Tén truong dir liu Giai thich
1 |ID Form Ma (ID) cua Form khao sat

2 |Total Responses  |SO lugng cau tra 16i cia Form

3 |VNF_ID

‘Ma (lD)cuai}orm khé_(i sat—do VNFORM cap

Céc Nén tang Khao sat, thu thap y kién nguoi dan gai s6 luong cau tra 16
cua Form td1 VNFORM theo céc truong thong tin duogc liét.

VNFORM thu nhén dit liéu sd luong céu tra 101 cua Form dé téng hop s0
liéu.

5.4. SO lwgng tai khodn nguoi dung trén nén tang

STT |Tén trudng dir li€u Giadi thich
1 |{ID User Ma (ID) cua Form khao sat
Tai khoan ¢6 thuge mot t6 churc:
2 |Org - C6 thuée mot to Ch}:rCZ I
- Khong thude mot to chire: 0
3 |Username Tén tai khoan

Céc Nén tang Khao sat, thu thap y kién ngudi dan gui sé luong tai khoan
ngudi dung trén nén tang t6i VNFORM theo cac trudng thong tin dugc liét ké.

VNFORM thu nhan dir liéu sé luong tai khoan nguoi ding trén nén tang
phuc vu viéc tong hop sb liéu.

6. Yéu cau vé tinh ning k§j thuit khac

STT , Yéu cau
1 Cho phép cai dat h¢ thong theo mo hinh may chu chinh va may chu du
phong.
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C6 tin hiéu thé hién trang thai hé thong dang xur ly thong tin. Tin hiéu
nay phai dugc su dung thong nhét trong toan bd man hinh xr ly ctia Hé
thong (tin hiéu c¢6 thé 1a hinh quay tron, ddng ho cét...).

Co s¢ dir liéu phai ¢6 kha nang luu trit véi dung luong 16n, trong thoi
gian lau dai (tuong thich hodc st dung céc hé quan tri co s¢ dit liéu phd
bién nhu SQL server, My SQL, Oracle, MongoDB Apache Cassandra,
Redis, Couchbase hay Apache dbase, ... hodc cdc hé quan tri twong
duong).

Co kha nang luu ‘uu duoc nhlcu dinh dang da licu khac nhau nhu dit liéu
c6 cau truc, ban cau truc, phi cau trac dudi dang tép gan kem (dit liéu tép
van ban, dit li¢u phim, anh, am thanh).

Tuong thich véi céc trinh duyét thong dung hién nay: Chrome, Edge,
Firefox, Cbc Coc Safari..

HO tro hién thi tiéng Viét theo chuan Unicode.

Hién thi ngay, gio theo dinh dang DD/MM/YYYY va hh:mm:ss.

Nén tang hd tro trén h¢ diéu hanh dién thoai nhu I0S va Android.

O |0\ W»n

Cho phép xem truc tiép trén trinh duyét cac tép dinh kém véi mot sb dinh
dang phd bién (vi dy: .doc; .docx; xls; xlsx; .rtf: ppts pdf ... )

Giao dién tuong thich vi mdy tinh va thiét bi di dong.

11

Co6 phuong thirc va thyc hién két ndi API cho phép cung cap dit liéu cho
Heé thong giam sat, do luong muc do cung cap va st dung dich vu Chinh
phu sO ciia BO Thong tin va Truyén thong.

1

Nén tang duoc van hanh va tuong thich day du véi moi truong Cloud
(Pam may)
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